
Certified Malware Analyst 
Forensic Academy (Indian’s Ethical Hacking and Cyber Security Training Academy) 

o Duration 3 months 

o Full Diploma Fees- 30,000 

o Exam fee Included 

o Certificates fee Included 

o Certificates Courier payment not included 

o Online Live Classes Only using zoom or google meet 

o Exam mode online 

o Class Test after complete one module 

 

Certified Malware Analysis 

• Malware Fundamentals  

• Malware Costing  

• Types  

• Virus and Trojans 

• Antivirus working  

• Live Malware sample 

• Tool kit providing  

• Malware encryption  

• Malicious Code & Pattern analysis 

• Complete Malware analysis 

•  Static Malware Analysis 

• Dynamic malware Analysis 

• In-depth study of Self-Defending Malware 

• Maneuvering Techniques 

• Persistence Techniques 

• Self destruction 

• Self Avoidance 

• Security degradation 



• Malicious Documents 

• Memory Forensics 

• Registry Settings 

• System Settings 

• Keylogger Spyware Software 

• Trojans and Backdoors Attack 

• Virus Worm & Trojan 

• Rootkits 

• Opensource Trojan horses 

• Live Malware Analysis and testing 

• Wannacry ransomware Analysis and testing 

• Malware Analysis Tools 

• Yara rules 

• Build own yara rules 

• Yara gen auto rules builder 

• Android Malware Analysis 

• Manual and Automated Analysis 

• Build basic malware and virus using  c , c ++ , python 

• Android malware testing  

• Automatically  Testing + Manual Testing 
  

➢ Reverse Engineering (special 3 week training)  

• Fundamental of Reverse Engineering  

• Software Reverse Engineering 

• Labs solve 

• How to crack software 

• Power ISO , video editor , text editor , winrar cracking  

• USING GHIDRA NSA tool 

• X64dbg 



 


